Password Pitfalls

The Basics. 

Everyone knows that you should protect your passwords, and not share them with anyone or write them down on yellow sticky notes attached to your computer screen. Most people know that longer and uncommon passwords are more secure because they are harder to guess, and that you should not use any personally identifiable information in your password. 

Some people are aware that it's a good idea to change your passwords every now and then. Not as many people know that the biggest threat of fraud comes not from a person-a family member or a co-worker--guessing your password, but from computerized password-cracking robots hunting for under-protected computers worldwide, day and night.

Pitfalls.

· Do not use any common passwords, especially your name or your login name. Some very common passwords are: password1, abc123, myspace1, password, blink182, qwerty1, 123abc, baseball1, football1, 123456, soccer, monkey1, liverpool1, princess1, jordan23, slipknot1, superman1, iloveyou1 and monkey. If you are using any of these, change your password right away to one that follows the rules.

· Make your password strong and memorable; better yet, use a passphrase.

· Use at least 8 characters; 14 or more is best. Combine letters, numbers, and symbols. Use words and phrases that are easy for you to remember, but difficult for others to guess. Misspelling at least one of the words in your passphrase makes it more difficult to crack. Example: My 2*katz* are black

· Do not use the same password everywhere. If any one of the computers or online systems using your password is compromised, all of your other information protected by that password is in danger of being compromised as well.

· Change your passwords regularly. A password that is shorter than 8 characters should be considered good only for a week or so, while a password that is 14 characters or longer (and follows the other rules) can be good for several years. 

· Never provide your password over e-mail or based on an e-mail request.  Any e-mail that requests your password or requests that you to go to a website to verify your password is almost certainly a fraud.

· Do not type passwords on computers that you do not control, such as those in Internet cafes, computer labs, shared systems, kiosk systems, conference centers, and airport lounges.
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The basic article is from a newsletter published by SANS in August 2008.

